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Abstract—Modern datacenter infrastructures increasingly in-
tegrate bespoke accelerators to offload specific workloads from
CPUs. Among them, Intel’s Data Streaming Accelerator (DSA),
supported by Intel VT-d, is deployed in the latest Xeon proces-
sors. However, its security implications remain unexplored. In
this paper, we propose DSASSASSIN, a novel side-channel attack
launched from DSA. Although Intel’s scalable I/O virtualization
mitigates device-based threats, we show that DSA introduces a
new attack surface that bypasses such protections.

By reverse-engineering the Device TLB (DevILB) introduced
by DSA, we find that it is not isolated by different processes. We
further analyze DSA’s shared work queue (SWQ) and uncover
a timer-free side channel via DMWr transaction. Building on
these insights, we develop two attack primitives: a DevTLB-based
timing attack and an SWQ-based contention attack. These enable
cross-VM covert- and side-channel attacks. First, the cross-VM
covert-channel can achieve a true capability of 17.19 Kbps with
a 4.64% error rate—5x faster and 4x more accurate than
the latest work. Second, we present a website fingerprinting
attack on the top 100 websites, and the classification accuracy
can reach 85.7%. Finally, we demonstrate a cross-VM keystroke
inference attack with I scores of 92.0% (DevILB) and 98.4%
(SWQ)—outperforming the state-of-the-art.

I. INTRODUCTION

Datacenters, as memory-intensive infrastructures, consume
a significant share of CPU cycles in data movement. A growing
trend is to offload memory operations to on-chip or external
accelerators to reduce CPU workload. To support this, Intel
introduced the Data Streaming Accelerator (DSA) in its 4t
Generation Xeon Scalable processors (Sapphire Rapids) [23],
[28], enabling high-throughput memory transactions. Notably,
DSA represents a novel user-programmable Data Processing
Unit (DPU).

DSA operates as a PCle device and leverages Intel’s I/O
virtualization (VT-d), which offers direct memory access with
enhanced isolation. Prior to VT-d, I/O virtualization security
was primarily enforced through the IOMMU, which restricts
device access via I/O Virtual Addresses (IOVAs). However,
IOMMUs still expose side-channel risks, particularly through
IOTLB leakage [36], [60]. VT-d addresses this by introducing
Process Address Space IDs (PASIDs) [22], enabling per-
process IOTLB isolation and support for Shared Virtual Mem-
ory (SVM) [59], which allows devices to access userspace
virtual addresses without additional address translation.

To the best of our knowledge, this work presents the first
security analysis of Intel DSA. Despite the strong isolation

guarantees introduced by VT-d, we propose DSASSASSIN,
a novel side-channel attack vector originating from DSA
that bypasses VT-d’s protections deployed on virtual machine
(VM) boundaries. In the absence of prior studies or official
documentation on DSA’s security implications, we develop a
microbenchmark suite to perform the first microarchitectural-
level reverse engineering of DSA.

The first key observation from the reverse-engineering en-
abling DSASSASSIN is the unprotected DevTLB feature. In
addition to the IOTLB, DSA encapsulates device-side TLB
(DevTLB) with Address Translation Service (ATS) to alleviate
IOMMU pressure [50]. To dissect DSA’s DevTLB, we reverse-
engineer its capacity and policy. We find that DevTLB entries
are indexed not by virtual address, but by descriptor fields,
which we classify as source/source2 (src/src?2), destina-
tion/destination2 (dst /dst2), and completion record address
(comp). More importantly, we discover that the DevTLB is
not isolated by PASID and is dedicated to engines. Finally,
we benchmark the access latency variant of DevTLB with
user-level rdtsc timer. Our in-depth characterizations of
DevTLB reveal its potential as an unprivileged covert and side-
channel attack vector within DSA, capable of bypassing virtual
machine (VM) isolation.

Our second key observation targets shared work queues
(SWQs). DSA supports synchronized work submissions to
SWQs, ensured by Deferrable Memory Write (DMWr) trans-
actions. DMWTr is a non-posted MMIO write used to sig-
nal submission status. We find that a failed DMWr indi-
cates queue congestion. Although initially DMWr exhibits
constant-time behavior when benchmarking the timing dif-
ferences between idle and full queues, we find that DMWr
still leaks information: an attacker can flood an SWQ with
descriptors, causing congestion, and infer victim submissions
from different VMs, without relying on timing information.

To demonstrate the security impact across VMs, we de-
velop two attack primitives. The first primitive introduces a
Prime+Probe-style attack on DevTLB, requiring only a shared
DSA engine between the victim and the attacker. The second
exploits SWQ contention to detect victim submissions via
DMWr, without timing measurements.

We evaluate both cross-VM covert-channel and side-channel
attacks on multiple case studies. As no information from CPU
cores is required for launching our attacks, the attacker and



victim do not necessarily share a CPU core. For the cross-VM
covert-channel attack, we achieve 17.19 Kbps with an error
rate of 4.63%. In terms of side channels, we perform our
attacks on Data Plane Development Kit (DPDK) and DSA
Transparent Offload (DTO) workloads, two widely deployed
libraries on Intel processors that leverage DSA. Our DevTLB-
based attack fingerprints DPDK network traffic to classify 100
websites with 85.7% accuracy and captures keystrokes from
a DTO-hooked SSH session with an F; score of 92.0%. The
SWQ-based attack achieves an F; score of 98.4%. In addition
to bypassing VT-d’s protections, our attacks also demonstrate
superior efficiency compared to state-of-the-art cross-VM side-
channel techniques [36], [51], [65].
In summary, our contributions are as follows.

o We reverse-engineer the undocumented DevTLB and
work queue microarchitecture in Intel DSA. To our
knowledge, this is the first public analysis of DSA’s
microarchitecture details.

e We propose DSASSASSIN, a novel side-channel frame-
work including two attack primitives: a timing attack on
DevTLB and a timer-free contention attack via shared
work queues using DMWr. These are the first attacks on
DevTLB and DMWr, capable of breaking VT-d isolation.

o« We show that DSASSASSIN achieves a covert-channel
bandwidth of up to 17.19 Kbps with only 4.64% error in
a cross-VM setting: 5x faster and 4 x more accurate than
the latest work.

e We present a cross-VM SSH keystroke attack with F}
scores of 92.0% (DevTLB-based primitive) and 98.4%
(SWQ-based primitive).

« We demonstrate that DSASSASSIN enables website fin-
gerprinting attacks with 85.7% classification accuracy in
a cross-VM scenario.

Responsible disclosure. We have disclosed our findings to
Intel PSIRT, who has acknowledged the issue. Artifact is
released at https://github.com/hkustgz-secarch/dsassassin.

II. BACKGROUND
A. Data Streaming Accelerator

Intel DSA is a high-throughput data mover designed to
offload and accelerate memory operations such as memset,
memcpy, memcmp, checksumming (e.g., CRC, DIF), and
patching (e.g., delta record generation and merging). These op-
erations are typically lightweight read/write memory requests
with minimal computation, and are common in datacenter
applications, storage, networking, deduplication, VM migra-
tion, and checkpointing workloads, necessitating dedicated
hardware acceleration.

Figure 1 shows a simplified architecture of DSA within
an Intel Xeon Scalable processor. DSA is integrated on-chip
alongside PCle and CPU cores and communicates via PCle. It
accepts two descriptor types from software: work descriptors
and batch descriptors. To submit a job, software prepares
descriptors and writes them to an MMIO portal, which
forwards them to the appropriate work queue. Work queues

buffer descriptors and dispatch them to available engines.
Batch engines fetch work descriptors via pointers and store
them in internal buffers. An arbiter then selects descriptors
from either the batch buffer or the work queue.

Each processing unit decodes descriptors, reads from the
source address, performs computation, writes results to the
destination, and notifies the CPU if the job is finished via
completion records or interrupts. During descriptor execu-
tion, memory accesses in stages 2, 3, and 5 of the pipeline
conform to the Address Translation Services (ATS) protocol
(see Section II-B).

B. Address Translation Services

Intel DSA enforces Address Translation Services (ATS) for
I/O virtualization via two key capabilities: simplification and
offloading. In terms of simplification, PASID-tagged Shared
Virtual Memory (SVM) replaces traditional I/O Virtual Ad-
dresses (IOVAs). Whereas IOVA requires the OS to maintain
separate page tables, SVM only requires the OS to assign a
PASID when a process opens a device (i.e., maps a DSA portal
into its address space).

Regarding the offloading, ATS grants devices the privilege
to access memory via physical addresses (PAs). Unlike the
(I0O)MMU, ATS performs translation through the following
steps: @ the device sends a virtual address (VA) translation
request to the Translation Agent (TA); @ the TA uses the
PASID and context to walk the process’s page table, as in a
typical MMU; @ the device receives the translated PA, caches
it in its DevTLB, and accesses memory directly. To restrict
malicious access, DevTLB is assured of read-only to devices.
Additionally, the Page Request Service (PRS) enables devices
to report major page faults without tenant intervention.

The ATS architecture for DSA is illustrated in the right
portion of Figure 1. The Address Translation Cache (ATC),
referred to as the Device TLB (DevTLB) in PCle and DSA
specifications [23], [29], [50], stores recent translations. A
DevTLB hit allows the device to retrieve the target physical
address directly from the DevTLB. In contrast, a DevTLB miss
triggers the Translation Agent (TA) to intercept the request and
perform virtual-to-physical address translation before memory
access can proceed.

C. Cache-Based and Contention-Based Side-Channel Attacks

Cache-based side-channel attacks are well-known sources of
side-channel leakage. Vulnerable caches are typically shared
resources, such as the Last-Level Cache (LLC) [44] and
TLB [20]. However, cache-based channels alone suffer from
noise and passive observability. To amplify leakage, attack-
ers often abuse additional microarchitectural units, including
branch predictors [5], [10], [37], [43], prefetchers [9], [11],
[12], and internal buffers [47], [62]. By combining cache side-
channel leakage with that from other vulnerable units, the
adversaries can reveal the secret value (e.g., encryption key)
or even the system state. For instance, adversaries can deter-
mine whether an address resides in kernel space—breaking
KASLR [13], [31], or validate forged pointer authentication



e DSA Internal
s -
/// Engines | L4 Pipeline
Work Queues Engine 0 e
L o || [Fre =
L ;l Batch fetcher >
CPU Socket L o & buffer g Pm&esiing &
s N i
Tile Tile Tile 7 N =
7
T
£ . = | g
| Tile || Tile || Tile DSA [5 5 1t L S— L~ 9
g Enqueue Fetch translation Memory Transaction <
I “I\\\ < IIIII | vy 0. B v0 . I\
=~ Portal ATC / DevILB Memory Read/Write
PCIL TA  [¢ -~ To -
e PN 1 H 1 Process
Descriptors from CPU Address translation Memory Request == Space
Page Table Walk N
PCI express TA N »

Fig. 1. Overview of DSA and ATS architecture. *Note that DSA accesses memory by sending a memory request to the root complex on the PCle bus. The

leftmost block is partially based on the die shot of Sapphire Rapids [48].

tags [35], [53], as successful validations trigger page walks
and cache activity.

Contention-based side-channel attacks exploit microarchi-
tectural components with limited capabilities, e.g., buses and
buffers. To detect contention on system buses, adversaries
normally initiate interrupts [15], [51], [66] or memory transac-
tions [54] and observe timing variations. PCle-level contention
may also be triggered by peripherals such as GPUs and
NICs (RDMA) [56]. Similarly, contention in internal buffers
can be detected by saturating them and measuring latency
increases [2], [18].

III. MOTIVATION AND CHALLENGE

The rise of cloud computing has driven the widespread
adoption of accelerators in datacenters to scale computational
throughput. However, these accelerators may inadvertently
introduce new security risks due to their architectural flaws [1],
[19], [33], [67]. Such vulnerabilities are particularly con-
cerning in virtualized environments, where accelerators often
bypass the CPU’s well-established virtualization protections.
Moreover, optimization techniques in complex heterogeneous
datacenter systems may unintentionally open side-channel
leakage vectors, further compromising system security.

In this work, we conduct an in-depth security analysis of
the Intel Data Streaming Accelerator (DSA)—a recent on-
chip device designed to accelerate memory operations. Our
investigation reveals two key observations that motivate this
study: insufficient DevILB isolation and contention on
shared work queues (SWQs).

Insufficient DevILB isolation. Although the PCle spec-
ification has long defined the Device TLB (DevTLB) stan-
dard [50], its deployment in commercial devices remains lim-
ited. Intel DSA’s Address Translation Cache (ATC) is among
the few commercial off-the-shelf implementations of DevTLB,
yet no prior work has reverse-engineered or evaluated its
security. DevTLB is designed to bypass the IOMMU for
performance. However, we find that the DevTLB of DSA lacks
strict isolation guarantees, potentially allowing malicious ten-
ants to observe shared entries, even across PASID-tagged
boundaries enforced by I/O virtualization.

Contention on SWQs. DSA supports SWQs to improve
accessibility and Quality of Service (QoS). While beneficial
for utilization, shared queues can introduce contention-based
side channels. We observe that an attacker can congest a SWQ
with high-volume submissions and monitor the resulting delays
to infer co-tenant activity, leaking usage patterns across VMs.

Challenges. Although DevTLB and SWQ exhibit potential
for side-channel leakage, practical exploitation requires over-
coming significant challenges. Their internal characteristics,
such as DevTLB capacity, replacement policies, and SWQ
management logic, are undocumented and vendor-specific.
Fully reverse-engineering these components is necessary to
characterize their behavior, making such attacks non-trivial.

IV. REVERSE ENGINEERING DSA

To address the main challenges, we conduct an in-depth
characterization of the DSA microarchitecture and uncover
critical features that can be exploited for side-channel attacks.
This section first outlines our key findings on Intel DSA’s
microarchitecture in Section IV-A. We then detail our reverse-
engineering experiments targeting the DevTLB (Section IV-B)
and the shared work queue (Section I'V-C).

A. Overview of Reversed DSA Architecture

Figure 2 shows the detailed microarchitecture of Intel DSA
after reverse-engineering. Our analysis focuses on two main
components: the Device TLB (DevTLB) and the shared work
queue (SWQ).

DevTLB. Unlike traditional TLB or IOTLB, the DevTLB
does not use virtual or physical memory addresses to index
entries. Instead, it indexes entries by engine ID and field
type (e.g., src, src2). Within the engine, the processing
unit retrieves DevTLB entries based on its engine ID, while
accesses from the batch fetcher are not cached. As shown in
color-coded slots in Figure 2, each engine’s DevTLB consists
of five sub-entries corresponding to different fields of the
descriptor. As each sub-entry only maintains single slot, it is
not isolated by PASID-tag.

SWQ. Although software splits different work queues as
separate portals, they reside on a single hardware queue.



1L

L.

Engine 0 [

:I Batch fetcher
& buffer

‘Work Queues
(Hardware Queue)

Unit

Work descriptor

-
I
|
|
|
T
|
|

Virtual
boundary

|

|

|

= . |
rocessing |

|

|

|

|

&

Engine 3

Fig. 2. Revealed detail of DSA implementation.

This hardware queue is partitioned into virtual queues via
configuration registers. Each queue’s metadata is maintained
in per-queue registers and checked against the configuration
registers at enqueue time. This design allows queue occupancy
checks and congestion detection to occur in constant time.

Undocumented Arbiter. The arbiter highlighted in Figure 2
determines the dispatch order of descriptors within the engine.
Although not documented publicly, we find that the arbiter
prioritizes descriptors from the work queue over those from
the batch buffer.

B. DevTLB Structure and Policy

Methodology and setup. All experiments were performed
on two platforms equipped with Intel 4" Gen Xeon processors,
each providing hardware support for VI-d and DSA: a local
virtualized server with Intel Xeon Platinum 8468V processor
and a public cloud virtualized instance based on an Intel Xeon
Platinum 8475B processor (powered by Alibaba Cloud) [3].
This dual setup enables us to evaluate the DSA between local
and public virtualized environments.

Prior reverse-engineering studies [31], [36] demonstrate
that the Performance Monitoring Unit (PMU) is a reliable
source of collecting hardware events. Thus, we leverage Intel
Perfmon [23], [30] for reverse-engineering. Perfmon is a
specialized, device-level performance counter. Similar to core-
level PMUs, it is supported by DSA’s internal monitoring logic
and exposes metrics via memory-mapped registers.

Among the available Perfmon events, we identify three
that reflect DevILB behavior, summarized in Table 1.
EV_ATC_HIT PREV counts DevILB hits and serves as
our primary signal. EV_ATC_ALLOC records the number
of DevTLB translation requests, while EV_ATC_NO_ALLOC
counts requests that do not trigger DevTLB replacing, ensuring
visibility into updates on non-evicted entries.

However, Perfmon is typically accessed via the Linux
perf, which requires a privileged user. Therefore, we only
use Perfmon for benchmarking the DSA. The side-channel
attacks are performed by only reading the CPU timer or non-
privileged registers.

We first enable a work queue and bind it to a dedicated
DSA engine. After that, we prepare four representative work
descriptors to trigger DevILB accesses: noop, memcmp,
memcpy, and dualcast. Each descriptor exercises different
memory behavior: noop only writes to the completion record,
memcmp performs a memory read, and memcpy writes data

TABLE I
PERFMON EVENTS FOR EXPERIMENT.

Event Name Category Event Description
EV_ATC_ALLOC 0x2 0x40 # requests to DevTLB
EV_ATC_NO_ALLOC 0x2 0x80 # not allocated entry
EV_ATC_HIT_PREV 0x2 0x100 # hit of entry

56 48 40 32 24 16 8 Bytes
Opcode Flags | P | Reserved | PASID 0
Completion Record Address 8
Source Address (src) 16
Destination Address (dst) / Source2 Address (src2) 24
Reserved Interrupt Handle Transfer Size 32
Destination2 Address (dst2) 40
Reserved 48
Unused 56

Fig. 3. DSA Descriptor format. Note that the descriptor is tagged with PASID
to prevent other processes from executing it directly.

to a destination buffer. dualcast issues memory copy from
src to two separate locations, dst and dst2. The descrip-
tor’s encoding format is shown in Figure 3. The memcmp
descriptor probing primitive (probe_memcmp) is shown in
Listing 1. For brevity, flag settings and address alignment
are omitted, though these are required for correct handling of
the completion record (e.g., Request Completion Record bits).
Similarly, we also compose probe_noop, probe_memcpy,
and probe_dualcast. Note that probing the memcpy
requires an additional destination address, and probing the
noop does not have the source address.

Capacity and replacement policy. We hypothesize that
the DevTLB operates as a set-associative cache with W ways
and S sets, which is common for modern processors. When
W = 1, the structure is direct-mapped; when S = 1, it is
fully associative. We developed a microbenchmark to explore
DevTLB’s set-associativity (see Listing 2).

The microbenchmark first accesses a base address base,
followed by memory accesses at offset (OFFSET) less than,
equal to, and greater than a page size (4KiB). It then re-
visits base. By monitoring EV_ATC_HIT_PREV, we count
DevTLB hits on base. Notably, when the offset remains
within the same page (OFFSET < 4KiB), the event records
two hits. In contrast, offsets that cross the page boundary

uint64_t probe_memcmp (voidx src, wvoidx src2) {

1
2 uint64_t start, end;

3 struct dsa_hw desc desc = {};

4 desc.opcode = DSA_OPCODE_COMPVAL;
5 desc.src_addr = src;

6 desc.src2_addr = src2;

7 engcmd (wg_portal, &desc);

8 // time polling for completion

9 start = rdtsc();

10 while (comp.status == 0);

11 end = rdtsc();

12 return end - start;

13 }

Listing 1. Microbenchmark primitive for probing DevTLB.



1 probe_noop (base); // base is 4KB aligned
2 probe_noop (base + OFFSET); // try evicting
3 probe_noop (base); // probe if base is present

Listing 2. Attempt to evict a DevILB entry.

(OFFSET > 4KiB) result in no hits.

This behavior confirms that the DevTLB caches translations
at the page granularity, ignoring the lower 12 address bits.
Furthermore, the lack of a hit after the second access suggests
that the DevTLB maintains only a single entry—implying a
direct-mapped configuration (W = 1, § = 1), as Line 2
accesses a new page (miss in the DevTLB) and evicts the
cached entry for base, therefore causing a miss in the third
memory access (Line 3). We also attempt to evict a DevTLB
entry corresponding to a 4 KiB page using a conflicting address
from a 2MiB huge page and observe a successful eviction.
This result suggests that the DevILB does not maintain
dedicated entries for different page sizes.

We design two microbenchmarks to investigate whether the
DevTLB supports multiple entries (Listing 3) and to analyze
its replacement policy (Listing 4). These experiments employ
the previously introduced descriptors: memcmp, memcpy, and
dualcast. To avoid indexing collisions, we ensure that no
two addresses reside on the same page by varying the source
and destination addresses across descriptors.

Listing 3 is designed to determine whether different field
types (e.g., src vs. dst) are indexed into the same DevTLB
entry. After priming the DevILB at Line 3, we expect a
DevTLB miss if the DevILB is solely indexed by src,
since the second access uses a different page. Surprisingly, we
observe a DevTLB hit, which we attribute to the reuse of the
same dst address. This indicates that dst is independently
indexed and not combined with src. In other words, each field
type is indexed into a dedicated sub-entry in the DevTLB.

To verify this, we then evaluate dualcast, which includes
one source (src) and two destinations (dst, dst2). When
we vary src while keeping dst and dst2 unchanged,
we observe two DevTLB hits at Line 6. This supports our
hypothesis. Finally, we modify Listing 2 and find that each
field type’s sub-entry only holds a single slot.

We further test potential interference between fields that
share encoding space in the descriptor. Specifically, src2
and dst occupy the same bits in the instruction format and
are distinguished only by the operation type (see Figure 3):
interpreted as src2 for memcmp, and dst for memcpy. In
Listing 4, we map src2 and dst to the same page but
use different operations. If these two fields shared the same
sub-entry, we would expect two hits at Line 4. However, we
observe only a single hit (from the src-indexed sub-entry),
suggesting no interference between src2 and dst.

Takeaway 1. All five DevTLB field types, i.e., src, dst,
src2, dst2, and comp, index into separate sub-entries.
Each sub-entry is independently maintained and holds only
one cached entry. No cross-field eviction or interference is
observed. Besides, as each sub-entry only holds one slot,
the new entry evicts the old one directly.

// different page

assert (PAGE_OF (src0) != PAGE_OF (dstO0));
probe_memcpy (src0, dst0); // prime devtlb
// srcl is on a different page with the src

probe_memcpy (srcl, dstO0);

[T TR S

Listing 3. The memcpy example to discover additional entries.

// src2 overlaps dst

1
2 probe_memcmp (src, src2);

3 // dst and src2 in same page
4 probe_memcpy (src, dst);

Listing 4. Overlapping fields with different types of operation.

Cross-page behaviors. As physical pages are not neces-
sarily contiguous, DSA splits cross-page memory transactions
into per-page segments. To examine this behavior, we config-
ure DSA descriptors with transfer sizes that exceed a single
page. As a result, we observe an increase in EV_ATC_ALLOC
but not in EV_ATC_NO_ALLOC, along with a reduction in
DevTLB hit counts. Further, if a descriptor accesses an address
on the same page as the last-accessed address from a previ-
ous descriptor—and both addresses correspond to the same
field—we observe an additional DevTLB hit. This suggests
that the DevTLB caches only the translation for the final page
segment of a cross-page transaction.

We therefore conclude that DSA segments cross-page ac-
cesses internally and caches only the translation of the latest
page touched by a descriptor field in the DevTLB.

Distinguishable latency. An unprivileged adversary is lim-
ited to using user-space timers or registers, such as rdtsc, to
infer microarchitectural behavior. To evaluate the feasibility
of such timing-based inference, we re-run the benchmark
from Listing 2, but collect latency measurements instead of
Perfmon events. Prior to measurement, both the page table
and IOTLB are warmed up to eliminate their effects.

Figure 4 presents the latency distribution for DevTLB hits
(left) versus misses (right) across four distinct environment
configurations: local quiet environment (Local), local envi-
ronment with background noises under high workload pressure
(Local + Noise), public cloud environment (Cloud) and
with workload pressure (Cloud + Noise). Memory ac-
cesses that hit in the DevTLB (e.g., at base) consistently incur
around 500 cycles, while DevTLB misses exhibit significantly
higher latencies exceeding 1,000 cycles. As shown in Figure 4,
the difference is large enough to allow a user-space program
to distinguish between hits and misses by setting a threshold
between 600 and 900 cycles.

As background noise may skew the DSA performance,
we evaluate its behavior under deliberately noisy conditions
by concurrently stressing both the PCle and host memory.
We generate PCle pressure by rapidly reading and writing
NVMe SSD with 2 GB/s traffic, and memory pressure with
10 GB/s core memcpy bandwidth. As shown in Figure 4,
compared to the local (quiet) environment, the introduction of
noise in both local and cloud VM contexts shifts the latency
distribution, for instance, an average shift of 89 cycles in
the cloud environment. Nevertheless, the threshold remains



engcmd (wg_portal, &batch_desc);// (1)

_mm_sfence () ;

[T TR S

engcmd (wg_portal, &desc); start = rdtsc();// (2)
while (desc_comp.status == 0);
latency = rdtsc() - start;

Listing 5. Microbenchmark for determining the adjudication strategy of the in-
engine arbiter. Two positions (Line 1 and Line 3) are swapped for comparison.
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Fig. 4. Latency distribution between DevTLB hit and miss under four
environments. We observe a high latency if base + offset is accessed
(DevTLB Miss) and a low latency if base is accessed (DevTLB Hit).

clearly identifiable. This can be attributed to the latency
boost provided by DevTLB. These findings indicate that DSA
attacks without privileged access are indeed feasible, even
amid system noise.

Indexing policy and absent PASID isolation. We design
three experiments (Ey, E1, and FE»), illustrated in Figure 5,
each involving two processes running in different virtual
machines (VMs): an attacker and a victim. The attacker first
primes DevTLB entries with its own addresses and then keeps
an idle state. Next, the victim process submits a descriptor
intended to evict the attacker’s DevTLB entry. Finally, the at-
tacker probes the entries to detect eviction. The two processes
are manually synchronized to ensure deterministic execution
order. If DevTLB entries are not isolated by PASID, successful
cross-VM eviction can be detected via increased access latency
or reduced hit counts in Perfmon caused by DevTLB miss.

FEy and E; assign both attacker and victim to the same DSA
engine but differ in queue configuration: Ey uses a shared
work queue, while F; uses separate queues. In both cases,
we observe a DevILB miss in the attacker’s probe phase,
indicating that DevTLB entries are shared across PASIDs. The
success of eviction in F; additionally confirms that DevTLB
entries are not indexed by work queue identifiers.

FE, assigns the attacker and victim to separate engines.
In this case, the attacker’s probe still registers a DevTLB
hit, demonstrating that DevTLB entries are not shared across
engines. This implies that DevTLB entries are indexed first by
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Fig. 5. Three experiments to distinguish the indexing policy of DevTLB and
to identify the feasibility of a cross-VM attacker.

engine metadata before field-based lookup.

Takeaway 2. The DevTLB is indexed by engine ID and
descriptor field type and is not isolated by PASIDs and
virtual machines. As a result, processes from different VMs
can share the same DevTLB entry.

The batch fetcher in the batch engine reads a group of
descriptors and writes to a completion record. Using a similar
method, we investigate whether DevTLB entries are indexed
for memory requests issued by the batch fetcher. However, we
find that neither the completion record write nor the descriptor
reads by the batch fetcher are cached in the DevTLB, revealing
that batch fetcher memory requests bypass DevTLB indexing.

Summary and security implications. Our experiments
reveal that each DSA engine maintains five DevTLB entries.
The DevTLB first identifies the engine by its ID, and then
indexes entries based on the field types in the descriptor (e.g.,
src, dst). These entries are not partitioned by PASID and
can therefore be evicted by processes or virtual machines
belonging to different tenants. Despite the timing noise in-
troduced by the PCle bus, the latency difference between
DevTLB hits and misses is clearly distinguishable from the
CPU’s perspective. Moreover, the per-engine organization of
the DevTLB helps mitigate interference from other engines.
Consequently, an unprivileged adversary can monitor DevTLB
status at engine-level granularity using only noop descriptors.

C. Shared Work Queue Implementation

In this section, we investigate the undocumented behavior
of Shared Work Queues (SWQs), which is essential for con-
structing contention-based side-channel attacks.

Latency Benchmark. Before generating congestion, we
first measure how long a work descriptor occupies a DSA
engine. We use the memcpy descriptor in this experiment,
as it involves both memory read and write operations, thus
maximizing execution latency. Alongside the execution cost
(i.e., completion latency), we also measure submission latency.
As illustrated in Figure 6, the completion latency increases
linearly (on a logarithmic scale) with the transfer size, whereas
submission latency remains constant at approximately 700
cycles. This observation enables fine-grained control over
congestion windows during subsequent experiments.
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QoS for Descriptors. As discussed in Section II-C, con-
structing congestion-based attacks requires submitting high-
cost descriptors to saturate the queue. While batch descriptors
are seemingly ideal for this purpose, they may be de-prioritized
by the in-engine arbiter for Quality-of-Service (QoS) reasons.
To clarify the arbiter’s scheduling policy, we reverse-engineer
its behavior.

We design a test scenario where a work descriptor and a
batch descriptor are submitted concurrently to the same work
queue, as illustrated in Listing 5. If swapping the submission
order of the two results in significantly different latencies, the
arbiter likely follows a FIFO policy. Otherwise, the arbiter
exhibits prioritization based on descriptor type or arrival time.

Our experiments show that latencies remain nearly identical
across all tested permutations, whether the work descriptor is
submitted alone, concurrently with a batch descriptor, or the
two are reordered. This indicates that the arbiter consistently
prioritizes the work descriptor, even if the batch descriptor
arrives first. Consequently, batch descriptors cannot be reli-
ably used for congestion-based attacks, limiting their utility in
our adversarial model.

Exploitable DMWr. Deferrable Memory Write (DMWr)
serves as a handshake mechanism between the MMIO portal
and the software submitter. A DMWr operation waits for
acknowledgment from the DSA hardware. If the MMIO portal
cannot enqueue a descriptor due to work queue saturation,
the DSA communicates failure to the submitter by setting
the EFLAGS. ZF flag [23]. This makes DMWr an ideal side-
channel primitive, as it exposes internal queue state without
requiring explicit timing measurements.

Since deferred MMIO may expose timing signals regarding
submission status, we rerun the latency benchmark with asyn-
chronous submissions, i.e., issuing descriptors sequentially
without awaiting prior completions. To induce congestion, we
minimize the interval between submissions (e.g. by reusing
prior descriptors with minimal modification). During each
submission, we detect contention via the EFLAGS . ZF flag.
Contention is observed only when the transfer size reaches or
exceeds 22° bytes. However, as shown in Figure 6, submission
latencies remain indistinguishable.

This result implies that submission latency is not feasible for
constructing timing side-channel attacks and the EFLAGS . ZF

struct dsa_hw_desc desc_buf[] = {...};

void congest (int wg_size) {
engcmd (wg_portal, &mass_desc);
for(int 1 = 1; i < wg_size - 1; i++)
engcmd (wg_portal, &desc_buf[il]);
}

© 9w B W N =

9 int probe () { return engcmd(wg_portal, &desc); }

Listing 6. Primitives of congest and probe in the attack on SWQ. The
preparation of the descriptors is omitted.

flag remains the only viable channel for side-channel leakage.
To demonstrate the exploitability of DMWr, we revisit the
experiment Ey in Figure 5, replacing the prime phase with
congest, and removing completion polling from probe, as
shown in Listing 6. During the attack phase, the attacker fills
the SWQ with wg__size—1 descriptors and idles, awaiting the
victim’s submission. The SWQ size (wg_size) can be read
without root privileges using accel-config [26]. Finally,
the attacker probes the SWQ and reads the submission result
via engcmd. A non-zero value indicates contention when the
victim has submitted a descriptor and the SWQ is full.

Takeaway 3. While the submission latency for all de-
scriptors in SWQs remains constant, an attacker can infer
whether the queue is full by checking the EFLAGS . ZF flag
without requiring the root privilege.

V. ATTACK PRIMITIVES

In this section, we formalize the threat model and present
the workflow of DSASSASSIN, which comprises two attack
primitives: one exploiting the DevTLB (DSApeyrip) and the
other targeting the shared work queue (DSAswq).

A. Threat Model

We assume an unprivileged adversary who can execute
arbitrary user-space code on a system running a recent Linux
kernel (version 6.11.0-25-generic in our case) with the
Intel Data Accelerator (IDXD) driver enabled. The platform is
powered by Intel 4" Generation or newer Xeon Scalable pro-
cessors featuring the Data Streaming Accelerator (DSA). Since
the system is configured with Intel VT-d in scalable mode,
traditional IOTLB-based attacks are mitigated, and PASID-
tagged isolation between processes and VMs is enforced.
The attacker is not assumed to be capable of configuring
engine affinity and work queue settings, since this access to
driver requires root privilege [27]; the attacker only needs the
CAP_SYS_RAWIO capability to submit descriptors to DSA as
a normal user.

Both attack primitives are capable of performing cross-
VM attacks. The attacker and victim reside in isolated virtual
machines with no shared memory or direct communication
channels. As DSASSASSIN does not require any CPU-side in-
formation, the attacker and the victim can run on different CPU
cores. The victim uses a DSA instance to accelerate production
workloads. The unprivileged attacker aims to bypass VT-d’s
PASID-based protections and extract sensitive information by
exploiting microarchitectural side channels exposed by DSA.



In the DevTLB-based primitive (DSApeyrip), the attacker
is assumed to have access to a work queue bound to the
same DSA engine as the victim’s. In the SWQ-based primitive
(DSAswq), the attacker and victim share the same SWQ but
use distinct logical queue entries. Note that, setting DSA
affinity to a specific engine or queue does not require root
access, making both primitives feasible for unprivileged at-
tackers. These assumptions are prevalent among DSA appli-
cations [24], [25], [42]

B. Thrashing DevTILB (DSApeyr18)

This attack primitive targets the DevILB and follows a
classic Prime+Probe pattern involving three main phases: @
priming the DevTLB, @ idling to allow potential victim
activity, and ® probing the evictions caused by the victim.

Preparation. The attacker first binds to a work queue that
shares the same engine with the victim, as illustrated
in configurations Fy and F; in Figure 5. Based on our
earlier analysis, the noop descriptor is ideal for this
attack due to its low execution cost and distinguishable
latency between DevTLB hits and misses.

Step 1: Priming. The attacker submits a noop descriptor
that writes to a chosen completion record address, ef-
fectively loading this address into a DevTLB sub-entry.
The attacker actively polls for completion to confirm that
the entry is cached.

Step 2: Idling. The attacker idles for a time interval longer
than the execution latency of a typical DSA operation.
During this window, the victim (or sender, in the case of
a covert channel) may execute a memory operation that
evicts the attacker’s DevTLB entry. This binary condition
encodes the transmitted secret: if the victim submits a job,
a DevTLB eviction occurs (bit 1); otherwise, the DevTLB
state remains unchanged (bit 0).

Step 3: Probing. To detect eviction, the attacker submits
another noop descriptor targeting the same completion
record address. The attacker then records its completion
time using rdtsc. Comparing the observed latency
against the threshold reveals whether the DevTLB en-
try was evicted, thus enabling the attacker to infer the
victim’s activity.

C. Congesting SWQ (DSAswo)

This attack primitive targets the shared work queue (SWQ)
by exploiting contention to leak activity from a co-resident
process. The attack follows three major steps: @ congesting
the SWQ with descriptors, @ idling for potential victim
submission, and @ probing to detect whether the SWQ is full.

Preparation. In contrast to the DevILB-based primitive, this
attack requires the attacker to be mapped to the same
SWQ as the victim process. In this paper, we use the
memcpy descriptor to occupy the engine to make sure
the congestion window is long enough for observation.

Step 1: Congesting. The attacker begins by submitting one
large memcpy descriptor to anchor the head of the SWQ,
followed by wg_size - 2 additional simple descriptors
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Fig. 8. VPP memif architecture with attack scenario.

to fully occupy the queue. No polling or completion
checks are required at this stage.

Step 2: Idling. The attacker idles for a fixed interval to allow
the victim (or covert sender) an opportunity to submit a
job to the shared queue. During this time, the attacker
ensures that the head descriptor is still executing and
that the SWQ remains nearly full—this is critical to
maintaining contention. In other words, the idle period
should be less than the execution time of the memcpy
descriptor.

Step 3: Probing. The attacker attempts to submit a new
descriptor using engcmd and inspects the resulting
EFLAGS.ZF flag. If ZF is set (i.e., ZF = 1), it indicates
that the submission failed due to a full queue, implying
that the victim has also issued a submission during the
idle window. Otherwise, the victim does not submit any
descriptors.

By iteratively performing these three steps, the attacker can
infer activity on the shared queue and thereby establish a cross-
VM side channel. As we will demonstrate in Section VI, both
DevTLB and SWQ-based primitives can be leveraged to mount
practical attacks on real-world applications.

VI. CROSS-VM ATTACKS

In this section, we demonstrate the effectiveness of our
attack primitives through practical cross-VM attack scenarios.

Attack Setup. All attacks are conducted using the identical
setups as outlined in Section IV. In local server and public
cloud environments, DSA is virtualized using Single-Root IOV
(SR-IOV), where descriptors submitted to the virtual WQ will
be directly passed into physical WQ with near native perfor-
mance [21], [23], [24]. Figure 7 illustrates the overall setup
of our attack scenarios following the threat model defined in
Section V. We consider two general configurations: (a) the
attacker and the victim use different portals (i.e., work queues)
that are bound to the same DSA engine (DSApeyrLB), and (b)
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Fig. 9. Raw capacity with corresponding true capacity and error rate of the
covert-channel built upon DSApeytL and DSAswq attack primitive.

the attacker and the victim share the same SWQ (DSAswq).
In the first scenario, the attacker’s queue configuration is
unrestricted. The corresponding attack flow is depicted by the
red line in Figure 7. In the second scenario, multiple VMs
share an SWQ through Scalable I/O Virtualization (IOV) [23],
[59]; the attack flow is shown in teal.

Attack Scenarios. DSA is widely adopted in two ap-
plication frameworks: the Data Plane Development Kit
(DPDK) [42] and the DSA Transparent Offload (DTO) Li-
brary [25]. Since DPDK is not a standalone system, we deploy
the Vector Packet Processor (VPP), a high-performance user-
space network stack built on DPDK. Its architecture is shown
in Figure 8. In VPP, DSA accelerates packet transfers within
the shared memory interface (memif) [21], [24].

DTO, on the contrary, provides transparent DSA accelera-
tion for unmodified applications. It relies on the Linux Run-
time Linker to intercept and offload standard memory func-
tions (e.g., memset, memcpy) to DSA. Thus, we consider
any application that employs DPDK or DTO for acceleration
as a potential victim of DSASSASSIN.

A. Constructing Covert-Channel Attacks

Covert channels are a widely adopted evaluation method
in side-channel research, particularly for demonstrating the
feasibility of cross-domain leakage [20], [36], [44], [51]. In
our context, we establish a covert channel between two iso-
lated virtual machines (VMs) that are unable to communicate
through any legitimate interface. Leveraging either DSApeyTLB
or DSAswq, we construct covert channels based on the attack
setup illustrated in Figure 7.

Transmitting Secrets. We employ an asynchronous time-
slicing protocol to enable message transmission. Similar to
the previous cross-VM covert-channel [51], the initial syn-
chronization occurs through the sender transmitting an initial-
ization sequence via DevTLB or SWQ. More concretely, we
transmit a preamble of several consecutive ‘1’ bits to syn-
chronize both processes. Once synchronization is established,
the receiver first primes the DevILB or congests the SWQ.
After that, the sender encodes a bit ‘1’ by evicting DevTLB
entries (for DSApeyrLp) OF issuing a submission to a congested
SWQ (for DSAswq); bit ‘0’ is encoded by remaining idle. The
receiver finally probes the DevTLB’s access latency or SWQ’s
congestion state to decode the data.

601 —— baidu.com
& apple.com
= 40 —— microsoft.com
-2
-
S
v 20
[a]

0 o/ ) TN A, ‘L\M

0 50 100 150 200

Time Slot

Fig. 10. DevTLB misses across 250 slots. Each slot contains 400 samples
collected at 10 us intervals.

Evaluation. Figure 9 presents the performance of our covert
channels. The DSApeytis channel achieves a peak true capac-
ity of 17.19 Kbps with an average bit error rate of 4.63%. In
contrast, the DSAswq channel achieves 4.02 Kbps with an error
rate of 13.11%. These results confirm that both primitives can
support high-bandwidth covert communication across VMs
without requiring privileged access.

B. Website Fingerprinting

We evaluate the feasibility of website fingerprinting in a
realistic cloud-native scenario where the victim VM (VM1)
uses a VPP memif interface as its sole communication
channel, as illustrated in Figure 8.

Collecting Traces. The attacker aims to infer network
activity by monitoring DSA usage during packet transfers
over the memif interface. To do so, the attacker binds to a
work queue that shares the same DSA engine with the victim
and applies the DSApeyip primitive to monitor DevTLB
activity. The attacker samples the DevTLB state every 10 us
and aggregates every 400 samples into a single time slot
(approximately 4 ms per slot). Within each slot, the attacker
counts the number of DevTLB misses.

An increased number of DevTLB misses within a slot corre-
lates with greater packet arrival activity. Over time, the tempo-
ral variation in miss patterns forms distinguishable behavioral
traces corresponding to specific websites. Figure 10 presents
DevTLB miss distributions across 250 time slots for three
example websites. These traces exhibit unique characteristics,
which can be leveraged for classification.

Classifying Websites. To classify these time-series traces,
we adopt an Attention-based Bidirectional LSTM (BiLSTM)
model, which is well-suited for sequential temporal data and
widely used in prior website fingerprinting works [36], [51],
[56], [65]. Our model architecture includes two BiLSTM
layers, followed by an attention mechanism to prioritize in-
formative time steps and a softmax output layer for classifica-
tion. Dropout layers are incorporated between components to
mitigate overfitting and improve generalization.

Evaluation. We evaluate our fingerprinting attack using
headless Google Chrome (version 138.0) to access the top
100 websites from the Alexa Top Sites list [17]. For each
website, we collect 200 traces and divide the dataset into 80%
for training and 20% for testing.

Figure 11 presents the confusion matrix for a representative
subset of 15 websites. Our classifier achieves an accuracy of
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Fig. 11. Confusion matrix for 15 selected websites. Each cell denotes the
predicted probability for the corresponding class.

96.5% on this subset. Each matrix cell indicates the model’s
predicted probability distribution over the target classes. On
the full 100-website dataset, our model reaches a top-1
classification accuracy of 85.73%, significantly outperform-
ing random guessing (1%). Relatively lower accuracy for
certain domains (e.g., canva.com, notion.com) suggests
overlapping traffic patterns (but still the first choice of our
classifier), which we leave as future work to refine.

C. Keystroke Detection

This section demonstrates the SSH keystroke timing attacks
using DSApeytig and DSAswq. Once the attacker gets the
accurate keystroke timing information, it can infer the text
by feeding the dataset to a machine learning model [40].

SSH Keystrokes. SSH keystroke timing has been a re-
curring target in side-channel research, typically using CPU
caches [36], [40] or interrupt timing [51], [52]. The core
observation is that the timing of inbound SSH packets cor-
relates with keystroke events, allowing attackers to infer the
timing—and potentially the content—of user input. While
prior works [40], [55] focus on reconstructing the original
keystrokes from packet patterns, our attack targets an earlier
stage: inferring keystroke timings based on DSA activity
induced by memory operations.

Specifically, when a user types a command over SSH, the
OpenSSH client and daemon invoke memx routines (e.g.,
memcpy) to handle packets. When DTO is enabled, these
memory operations are transparently offloaded to DSA, pro-
ducing measurable side effects in DevTLB or SWQ.

Tracking Keystrokes. To mount the attack, the adversary
first identifies the SWQ or engine used by the victim. One
approach is to initiate a temporary SSH connection while
concurrently probing candidate SWQs from a separate process.
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The attacker then continuously monitors DSA activity via
either the DSApeytip Of DSAswq primitive. In the DevILB
case, the attacker performs a Prime+Probe routine on the
completion record address; in the SWQ case, the attacker
performs Congest+Probe using the EFLAGS . ZF side-channel.

Evaluation. We simulate the attack scenario using the
setup shown in Figure 7, where the attacker VM monitors
DSA activity without direct interaction with the victim. DTO
acceleration is enabled on the victim VM.

Figure 12 illustrates filtered traces collected during the
transmission of the command ssh root, using both attack
variants. The filter removes the data from our traces if it is
labeled as DTO_MIN_BYTES (for both attacks) or probed
latency > 2,000 cycles (for DevTLB attack).

We evaluate the precision and recall of our attack using
the F} score and timestamp deviation as metrics. Across 512
ground truth keystrokes, the DevTLB variant captures 515
events with 15 false positives and 61 false negatives (i.e., we
have 500 true positive keystroke detections), yielding a recall
of 87.8% and precision of 97.6%. The SWQ variant records
511 events with 7 false positives and only 9 false negatives
(i.e., 507 true positive keystroke detections), achieving 98.2%
recall and 98.6% precision.

In terms of timing accuracy, the standard deviation of
timestamp difference is 5.29 ms for DevTLB and only 1.21 ms
for SWQ. These results outperform prior software-based at-
tacks in both robustness and timing fidelity. We attribute this
performance to our reverse-engineered understanding of DSA’s
microarchitecture, which allows us to precisely tune probing
window sizes and eliminate external noise sources.

D. Classifying LLMs

With the widespread deployment of large language models
(LLMs) in cloud-hosted AI services, inference workloads
increasingly involve data-intensive operations, such as moving
model weights between CPU and GPU or across memory
hierarchies. Although these operations are transparent to users,



TABLE II
TESTED LLM MODELS.

Model Parameters Description

TinyStories 15M/42M/110M  Tiny model in LLaMA 2
Meta LLaMA 2 7B Official LLaMA 2
Gemma 3 1B/4B Model on single GPU
Qwen3 1.7B/4B Dense and MoE model
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—— TinyStories 110M
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Fig. 13. DevTLB miss traces of LLM inference workloads: (a) the same
model with different parameter sizes and (b) different models with the same
size. Each slot aggregates 800 samples (8 ms).

they trigger observable DSA activity when offloaded via DTO.
This allows the attacker to leak the LLM fingerprinting across
VM boundaries via DSASSASSIN.

Snooping and Classification. We adopt the same trace
collection and classification methodology described in Sec-
tion VI-B, with adjusted hyperparameters to accommodate the
longer duration of LLM inference. Specifically, we configure
the sampling time slot to 800 intervals (i.e., 8 ms per slot) to
align with the timing of model weight transfers.

Different LLM architectures and backend configurations
(e.g., CPU-only vs. CPU-GPU) exhibit distinct patterns of
DSA usage. These patterns could be used to infer internal
model structure, such as transformer layer depth or model size.

Evaluation. We evaluate our attack on 8 representative
LLMs with diverse sizes and architectural characteristics, ex-
ecuted on two common inference runtimes: 11ama.c (CPU-
only) [34] and o1llama (CPU-GPU hybrid) [49]. A full list
of models is provided in Table II. For each model, we collect
50 traces under identical prompts and split 80% of the dataset
for training and 20% of the dataset for validation.

Figure 13 illustrates DevTLB miss traces collected during
inference, revealing fine-grained DSA activity patterns that are
distinguishable across models. Our classifier, based on the
Attention-BiLSTM architecture, achieves a validation accu-
racy of 98.6% in predicting the correct model from a given
trace. These results demonstrate that LLM architectures can be
reliably fingerprinted based on DSA activities, despite PASID
isolation and VM boundaries.

E. Noise Impact

To evaluate the noise impact on these attacks, we repli-
cate the experiments on noisy environments mentioned in
Section IV. Previous attacks, Covert Channel (CC), Website
Fingerprinting (WF), SSH Keystrokes (SSHK) and LLM Clas-
sification (LLMC), are repeated 50 times to obtain confidence

TABLE III
ATTACK EVALUATION ON NOISY ENVIRONMENTS.

Noisy Local Cloud Noisy Cloud Local + CI
cctt 16.81 /4.73% 1697 / 4.69% 16.52/5.13% 17.19 + 0.78
cc2t 4.08/1291% 3.96/133% 3.80/13.9% 4.02 + 0.44
WF 86.0% 85.5% 85.1% 85.7 + 2.8%
SSHK'* 90.5% /541 93.4%/5.39 93.0% /535 5294 0.14
SSHK?* 982% /1.25 99.1% /127 989% /128 121 4 0.09
LLMC 98.6% 97.7% 98.0% 98.6 = 1.0%

' DSApeytLE. 2 DSAswq.
T format: true capacity (kbps) / bit error rate. CI is in terms of capacity.
* format: F score / standard deviation (ms). CI is in terms of std.

intervals (CI). Table III summarizes the results of the attack
experiments repeated under noisy conditions. CI h at a con-
fidence level of 95% is expressed in terms of T &+ h. The
interval [T — h,T + h] represents that 95% of the sampled
measurements (e.g., attack success rate, covert-channel error
rate, etc.) fall within this range. In this paper, the  denotes
the geometric mean of the samples collected from the local
server without noise (Local) (e.g., the true capability of the
covert-channel attack). Across all evaluated attack targets (i.e.,
CC, WF, SSHK, and LLMC), the CI of Local is capable of
containing 95% samples in all attack scenarios (i.e., Local,
Local + Noise, Cloud, and Cloud + Noise), which
indicates that system noise and PCle noise negligibly impact
the attack performance. Moreover, the observed h values
are small, demonstrating DSASSASSIN’s stability and high
accuracy.

F. Comparison to Prior Cross-Core and Cross-VM Attacks

All evaluation results are summarized in Table IV, alongside
representative cross-core and cross-VM side-channel attacks
for comparison. Blank entries indicate experiments not con-
ducted or reported by the corresponding work. All listed
attacks operate under comparable settings and assumptions.

For capability, DSASSASSIN achieves up to 5x higher
throughput and 4x lower bit error rate compared to the state-
of-the-art IPI-based channel [51]. In website fingerprinting,
DSASSASSIN ranks among the top two in classification ac-
curacy (the top-performing method has since been mitigated
by PASID isolation introduced in VT-d). For keystroke tim-
ing attacks, DSASSASSIN outperforms all prior approaches,
attaining the highest F} score and a 5x reduction in timing
deviation, demonstrating superior robustness.

Most notably, despite the PASID-based isolation enforced
by Intel VT-d, DSASSASSIN successfully bypasses inter-VM
boundaries, highlighting the effectiveness of DS ASSASSIN.

VII. POTENTIAL MITIGATION

Hardware-Level Defenses. The fundamental vulnerability
exploited in DSApey1Lp Stems from the lack of isolation in the
DevTLB. We propose introducing DevTLB partitioning based
on PASID, analogous to the existing protections applied to
IOTLB. While this hardware change may incur performance
and area overhead, it would provide strong isolation guarantees
between tenants [64]. For DSAswq, we suggest redesigning the



TABLE IV
COMPARISON TO RECENT CROSS-CORE AND CROSS-VM ATTACKS.

Website Fingerprinting Keystroke Detection Covert Channel Mitigation
Work Co-location  Accuracy F1 Score F1 Score  Std. Deviation  True Capacity  Bit Error Rate PASID
IPI [51] CPU N/A 80.4% 97.9% 6.15 ms 3.45 kbps 18.9% N/A
DEVIOUS [36] Device 98.9%" N/A N/A 10.08 ms 2.16 kbps 2.18% v
(M)WAIT [65] CPU 78% 78% 697 bps 0% N/A
This work (DevILB) Device 85.7% N/A 92.0% 5.29 ms 17.19 kbps 4.63% X
This work (SWQ) Device 98.4% 1.21 ms 4.02 kbps 13.11% X

! The trace collected in DEVIOUS includes GPU fingerprints.

. CPU DSA DSA Mitigated mmm DTO Mitigated

Throughput (GB/s)

2568 1KB 4KB 16KB 64KB 256KB ™B
Transfer Size

Fig. 14. Mitigation overhead in dsa-perf-micros / DTO.

DWMr completion register as a privileged register, preventing
unprivileged eavesdropping of queue state.

Software-Level Defenses. Given the challenges of hardware
redesign, software-based mitigation offers a more practical
defense path [7]. Since both attack primitives rely on access
to shared engines or shared work queues, tenant workloads
handling sensitive data should avoid using DSA configurations
that permit resource sharing. In practice, this can be achieved
by configuring the accel-config. Moreover, if exclusive
access cannot be guaranteed, tenants may disable DSA accel-
eration for critical paths to prevent this attack.

Since no existing mitigation against DSASSASSIN, we
implement a software-based DevILB mitigation to illustrate
the associated overhead [14]. The partitioning algorithm pe-
riodically inserts random entries into DevILB to mislead
attackers. We measure the overhead for such mitigation using
dsa-perf-micros [30] and DTO [25] test suites, in line
with prior analysis of DSA [39]. Throughput of equivalent
instructions on CPU and DSA without mitigation is referred
as the baseline for comparison. We execute the test suite
1,000 iterations per configuration and use the mean value for
analysis.

Figure 14 presents the throughput overhead compared with
the baseline of unprotected functions. Performance degrada-
tion reaches up to 15.7% with native DSA acceleration and
17.9% with DTO, observed at the minimum tested transfer
size (256 B).

VIII. RELATED WORKS

Data Streaming Accelerators. Kuper et al. [39] introduced
the programming model and performance characterization of
Data Streaming Accelerators (DSAs). Subsequent work has
adopted DSAs for in-memory computation [6], page table

migration [4], [45], and in-kernel memory deduplication [32].
However, these studies primarily emphasize performance ben-
efits, with limited attention to their security implications.

Device-Driven Side Channels. Shared peripheral devices
pose cross-VM attack surfaces. BUSted [54] demonstrated
side-channel leakage via bus interconnects in MCUs with ma-
licious peripherals. In datacenter environments, prior attacks
have exploited GPUs [1], [8], [16], [33], [41], [63], [67],
accelerators [60], and RDMA [40], [56], [57], [61]. To our
knowledge, we are the first to exploit DSA as side-channel
vector.

Attacks on (IO)TLBs. TLB-based side channels are com-
monly leveraged to amplify speculative execution attacks [20],
[31], [38], [46], [53], [58]. The IOTLB has also been shown to
leak sensitive information in device-driven attacks [36]. While
recent VT-d extensions introduce PASID-based isolation to
mitigate such threats, our attack demonstrates a method to
bypass this isolation mechanism.

IX. CONCLUSION

This work exposes critical microarchitectural vulnerabilities
in Intel’s Data Streaming Accelerator (DSA), revealing that
DevTLB and shared work queues (SWQ) are not isolated by
PASID despite VT-d protections. We reverse-engineer these
structures and develop DSASSASSIN, a set of unprivileged
attack primitives exploiting DevTLB timing behavior and
SWQ congestion feedback. DSASSASSIN enables cross-core
and cross-VM side- and covert-channel attacks without priv-
ileged access. We demonstrate a covert channel achieving
17.19 Kbps across VMs, a website fingerprinting attack with
85.7% accuracy, the SSH keystroke timing attack with a 98.4%
F score and 1.21 ms deviation, and an LLM inference clas-
sification attack at 98.6% accuracy. These attacks underscore
that accelerators represent a growing security blind spot in
cloud systems. Our findings show the requirement of stronger
isolation mechanisms and new hardware-software defenses
tailored to heterogeneous architectures.
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APPENDIX A
ARTIFACT EVALUATION

A. Abstract

DSASSASSIN is a hardware side-channel attack on the Intel
Data Streaming Accelerator of the Intel Xeon 4th generation
and above Scalable processor family. In this artifact, we pro-
vide the necessary information to reproduce the main results
and claims presented in this paper. These experiments involve
four real-world attacks.

B. Artifact check-list (meta-information)

o Compilation: GCC 13.3.0 or above and Python 3.12

+ Run-time environment: Ubuntu 24.04

o Hardware: Intel Xeon Platinum 8468V & Alibaba Cloud
ecs.ebmc8i.48xlarge

« Execution: Since website fingerprinting collets thousands of
traces (each takes several seconds), it may require hours of
completion. Meanwhile, the rest of attacks takes about thirty
minutes.

o Metrics: Memory latency (for attacks, indicating DevTLB hit
or miss) and EFLAGS register.

o Output: Terminal text outputs and visualized figures of the
collected data.

o Experiments: Scripts and documents provided for detailed
instruction and explanation.

o How much disk space is required (approximately)?: 2 GiB

« How much time is needed to prepare workflow (approxi-
mately)?: 10 mins

« How much time is needed to complete experiments (approx-
imately)?: 5 hours

« Publicly available?: Yes

o Code licenses (if publicly available)?: MIT License

o Archived (provide DOI)?: 10.5281/zenodo.17799273

C. Description

1) How to access: We leverage the lab server and Alibaba
Cloud ECS ecs.ebmc8i.48xlarge instance to launch attacks.
Thus, we recommend using them to reproduce this artifact.

2) Hardware dependencies: DSASSASSIN requires to be
run on Intel 4th or 5th Xeon processors with DSA.

3) Software dependencies: accel-config library and
Docker are necessary for setting up the environment.

D. Installation

Reviewer should be able to access (with privilege) a server
with Intel DSA support, and check that the driver is installed
and DSA is enabled properly. Then, download the artifact from
https://zenodo.org/records/17799274 and run the setup script.

dsa-reversing $ sudo dmesg | grep "idxd "
dsa-reversing $ ./setup/install.sh

Refer to README . md and ISSUES . md for troubleshooting
known issues.

E. Experiment workflow

Reviewers can replicate these attacks on servers with DSA
(Alibaba Cloud ECS ecs.ebmc8i.48xlarge as our recommen-
dation). Next, we will reproduce the covert channel attack
(Section VI-A, website fingerprinting attack (Section VI-B),

keystroke attack (Section VI-C and LLM fingerprinting (Sec-
tion VI-D. All of these attacks can be launched independently.
To process the traces collected by the attacks, we provide
scripts to automatically analyze them.

F. Evaluation and expected results

In this section, we will reproduce four of the attacks
mentioned in VI and evaluate them with visualization.

1) Covert Channel: After compiling with make, the user
executes to launch covert channel and evaluate

attack $ ./run_cc.sh atc
evaluate $ python3 covert.py -a atc —-f eval

Expected result will be output to the terminal, indicating the
statistic of the launched covert channel. Additionally, the user
can alter the parameters in cc.h and recompile to compare
various configurations. We also provide script to plot the covert
channel results showed in Figure 9.

2) Website Fingerprinting: To launch a website fingerprint-
ing attack on DSA, the user must prepare a DSA-accelerated
network stack which is VPP/DPDK as our setup. In setup di-
rectory, execute the following commands (note the directory).

setup $ sudo
setup $

./setup_dsa.sh config/dpdk.conf
./run_vpp.sh

In another terminal session, the user executes the attacker
process. This process will take 4 hours to finish. Complete
dataset (top-100 websites) will cost approximately a day to
collect.
attack $ ./run_wf.sh

evaluate $ python3 websites.py
evaluate $ python3 classify.py

After collecting the traces, the user can classify the them
with provided script in evaluate directory. The first com-
mand will produce Figure 10 at data/wf-traces.pdf,
and the latter one outputs confusion matrix ( Figure 11) at
data/confusion-matrix.pdf and classification accu-
racy.

3) SSH Keystroke: The user can launch the keystroke attack
by executing the script. Next, the user evaluates the timestamps
of keystrokes detected by the attacker.

attack $ ./run_keys.sh
evaluate $ python3 keystroke.py

The script will generate evaluation statistic based on the
timestamps, such as standard deviation and F score which is
consistent with the data in Section VI-C

4) LLM Fingerprinting: To spy on DSA-accelerated LLM
traces, the user executes the script at attack directory.

attack $ ./run_llm.sh
evaluate $ python3 models.py
evaluate $ python3 classify-ml.py

Evaluation of LLM traces can be done by running the plot
script. This will depict the accuracy and Figure 13.



